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Abstract. In this paper we survey some results concerning the impact
of faulty environments on the solvability and complexity of communica-
tion tasks. In particular, we focus on deterministic models of faults in
synchronous networks, and show how different variations of the model
influence the performance bounds of broadcasting algorithms.

1 Introduction

One of the main challenges in the design of complex systems such as computers
is the issue of robustness. Indeed, systems comprised of a large number, albeit
highly resilient, components experience the malfunction of some of them with
probability high enough to be taken into account. Computers use e.g. sophisti-
cated error-correcting procedures transparent to the software environment that
maintain integrity of data stored in memory so that it can be viewed as a reliable
storage medium.

Large scale communication networks consist of very high numbers of comput-
ing elements (computers, routers, etc.) and due to this complexity the issue of
fault tolerance plays an important role in their design. Moreover, communication
networks are accessible to a number of people, and are often targets of misuse and
hacker attacks. The aim of the design is to develop the communication protocols
in such a way that the network can serve its purpose (communication, cooper-
ative computation, etc.) even with a number of components being permanently
or temporarily out of operation.

In order to analyze the impact of faulty environments on the performance
of the distributed system, two things must be specified: the model of the dis-
tributed system (network), and the model of the faulty environment. For the
former we use a standard model of point-to-point communication in which the
system is composed of independent entities (processors, processes, etc.) which
can pairwise communicate by exchanging messages. It is natural to model such
system by a graph, where vertices represent the processors, and edges connect
those pairs of processors that can communicate. Having said this, there is still a
number of issues that have to be addressed: e.g. are the vertices synchronous or
asynchronous? Can a vertex send a message to all its neighbors simultaneously?

* The research has been supported by grant APVV-0433-06.



Do the vertices know the graph? It turns out that there is a number of param-
eters that significantly influence the results. Indeed, the situation in distributed
computing is such that there is no simple and elegant model that would capture
all the studied properties of communication. Thus, when speaking about the
network model, a number of options must be specified. We briefly discuss these
options in the next section.

Second thing that has to be formally modeled in order to obtain results
about fault tolerance is the (faulty) environment. Standard approach of theoret-
ical computer science uses the notion of an adversary: an entity that is respon-
sible for introducing faults into the execution of the algorithm. What we call
a model of faults is basically a set of restrictions that are imposed on the be-
havior of the adversary. It is always assumed that adversary produces the worst
possible scenario within the limitations given by the model. Of course, without
any restrictions on the adversary it is not possible to solve any non-trivial task.
With some assumptions, certain tasks become solvable, and by restricting the
adversary even further, more efficient solutions may be obtained.

There are two main approaches to the definition of the fault model: ran-
domized, in which the behavior of the adversary is a random process (e.g. every
message is lost with a given probability), and deterministic which states some
worst-case bounds on the adversary’s behavior (e.g. at most k messages are lost).
Both approaches have advantages and weak-points, and we shall discuss them
later in more detail.

Finally, one has also to specify the task performed by the network. In this
paper we mostly consider the broadcasting problem (called also one-to-all com-
munication) where the goal is to disseminate a piece of information known to
only one vertex of the distributed system to every other vertex. This simply
formulated task is an important communication primitive in many more com-
plex distributed algorithms. Moreover, broadcasting can be used to solve other
important communication tasks with reasonable efficiency. These tasks include
e.g. the gathering problem (all-to-one communication), where each node knows a
piece of information that has to be delivered to one dedicated sink node, and the
gossipping problem (all-to-all communication), where each node needs to learn
a piece of information from all other nodes. Other communication problems in-
clude, e.g. the leader election problem, where vertices start in identical states?,
and they all have to agree on one distinguished vertex, the wakeup problem etc.

As has just been mentioned, the setting of the research consists of three
parts: the network model, the fault model, and the task. There are at least three
approaches to the study of their relationship:

— Fix the network model (based on current technology), fault model (based on
realistic assumptions), and task, and study the complexity (in terms of time
or amount of communication) of the task.

— Fix the network model, and the task, and find the least restrictive fault
model in which the task is still solvable.

3 up to some topology knowledge as described by the network model



— Fix the fault model and the task and find the weakest possible network model
in which the task is still solvable.

The rest of the paper is organized as follows: in the next two sections we give
an overview of features that must be taken into account in the network model,
and the model of faults, respectively. Then we present a case study to demon-
strate the development of a particular fault model. We focus on the broadcasting
problem and show how subsequent changes to the model influence the results.
We finish by a brief mention of other considered problems, open questions, and
possible future projects.

2 Network models

In this section we briefly describe some of the properties of the networks that
can fundamentally influence the results. The classification of the models of dis-
tributed systems presented in this section does not cover all models that have
been considered in the literature so far; for information about some such mod-
els, see e.g. survey [27] and references therein. However, most of the models can
be defined by imposing additional constraints on some model presented in this
section.

We consider the point-to-point model of the communication, which is widely
studied in the literature (see [1-5,7,8,10-12,14, 15,18-21, 25, 26, 28-36, 39, 45,
46,48-51,53,55-58] or surveys [27,37,38,52]).4 In this model, the nodes of the
distributed system can communicate only via a set of links, where each link
connects exactly two nodes. Thus the distributed system can be viewed as a
graph whose vertices represent nodes and edges represent links of the distributed
system. We call this graph the communication graph of the distributed system.
We assume that all links are symmetric, hence the communication graph is
undirected.

An important aspect of the distributed system is its synchronicity. The cases
most widely considered in the literature (see e.g. [47,60]) are the extreme cases:
the synchronous mode and the asynchronous mode. In the asynchronous mode,
nothing is known about the timing of the computation (this mode is studied
e.g. in [4,14]). In the synchronous mode, the algorithm runs in time steps that
are synchronized between the nodes. The algorithm can exploit this, since it can
make decisions based on the global clock of the distributed system. For other
modes of synchronicity see e.g. [58].

In this work we consider only the synchronous models. The reason for this
is that it is impossible to design fault tolerant asynchronous algorithms without
any restriction on the timing of the computation®. Indeed, in the asynchronous
computation it is impossible to distinguish between a lost message and a message
that will be delivered later (see [22]).

* Other considered models include e.g. the radio network model (see [54]), ATM net-
work model (see [6] and references therein), etc.

5 one way to overcome this is to enhance the system with additional devices as e.g.
failure detectors from [9]



For the synchronous systems the notion of time complezity is naturally de-
fined — it is the number of time steps needed for the algorithm to terminate.
In the constant mode (which we shall consider in this survey) each message is
delivered in one time step regardless of the length of the message. This mode is
the most widely studied one, e.g. in [2,3,5,8,10-12,15,18-21,25,28,29,33-35,46,
48,49,54-56]. On the other side, in the linear mode, the time of delivery depends
on the size of the message: The message of length L is delivered in 3 + L7 time
steps, where [ (cost of the start-up) and 7 (propagation time of data of unit
length) are constants specified by the model. This mode is studied e.g. in [26],
see also the survey [27].

There are several properties of the communication links that must be taken
into consideration. First is the duplexity of the links: In the one-way mode (called
also the half-duplex or the telegraph mode), during a given time step each link
can be used to deliver a message only in one direction. In other words, if some
node is active on some link, it can be active either as a sender or as a receiver,
but not both at once. This is the mode used e.g. in [4,21,30,34]. In the two-way
mode (called also the full-duplex or the telephone mode), each link can be used
to deliver message in both directions in the same time. This means that one node
can be active on one link both as a sender and as a receiver in one time step. This
mode is considered e.g. in [15,25,33,50]. We also distinguish the communication
modes based on the capability of the nodes to use multiple links at once: In
the one-port mode (called also the whispering or the processor-bound mode), in
one time step each node can be active on only one of its adjacent links. This
model represents the situation where the bottleneck of the communication is the
performance of the node. It is used e.g. in [2,3,5,11,12,21, 26, 29, 33-35, 50, 56].
In the multi-port mode (called also the shouting or the link-bound mode), in one
time step each node can be active on any number of its adjacent links. This mode
represents the situation where the bottleneck is the bandwidth of the links. It is
used e.g. in [10,18-20,25,26,28, 31,46, 48,49, 55,56]. In the k-port mode (called
also the DMA-bound mode), in one time step each node can be active on at most
k of its adjacent links where k is a constant specified by the model. This mode
is used e.g. in [8]. We focus on the multi-port mode, unless stated otherwise.

When designing algorithms for communication networks it is important to
know what information about the communication graph of the distributed sys-
tem is available. This topology knowledge can be of two types: Some knowledge
can be given a-priori, in the time when the algorithm is designed. For example,
in some situations we are interested only in some particular class of graphs; the
algorithm does not need to work correctly for other graphs (this is the situation
e.g. in [8,14,18-20,26,31,46,48-50,55,56]). On the other side, some information
may be available to the algorithm in the run-time and the algorithm can make
decisions based on it. This information can be of any kind. We present some
previously considered types of such information:

— Full knowledge of the topology. In this scenario each node knows the whole
communication graph. It knows its own location and location of all its neigh-



bors in this graph as well. This kind of topology knowledge is exploited e.g.
in [53].

— Bli[nd] map. Each node knows the whole communication graph, but it does
not know its location in the graph. The blind map has been considered
(although not in connection with broadcasting) e.g. in [13].

— Identifiers. Each node knows its own unique identifier. Sometimes the knowl-
edge of the identifiers of neighbors is assumed, too (e.g. in [40,53]). Note that
full topology knowledge implies the knowledge of identifiers. Knowledge of
the identifiers without full topology knowledge is used e.g. in [4,40, 53].

— Sense of direction. Each node has associated some topological information
(label) with each of its adjacent link. The sense of direction is usually de-
fined separately for different topologies (see e.g. [60]). For example, it is the
dimension of the link in case of hypercubes (used e.g. in [23]), orientation
(up, down, left or right) in case of meshes, etc. A sense of direction has been
defined for general graphs in [24].

3 Models of Faults

Similar to the model of the distributed system, the model of faults can be de-
scribed by several independent aspects of the faults; any combination of these
aspects yields a unique model.

There are two main approaches to the modelling of the faulty computations.
In the randomized model, the faults occur with a certain probability, i.e. the fault
model describes the expected behavior of the adversary. The goal is to design
a distributed algorithm that is correct with high probability. In the randomized
models studied in the literature there is usually a fixed probability of failure of
certain node/link. This is the case in e.g. [5,11,12,15,51,54]. However, various
variants of randomized models have been considered (e.g. both node and link
failures, both permanent and transient failures, both Byzantine and omission
failures, etc.). The main problem with these approaches is that in real life faults
are usually not independent. Recently, a research direction aimed at analyzing
dependency in randomized fault models has been introduced in [44]. The second
approach is to analyze the worst-case scenario, i.e. the fault model sets rules for
the adversary to obey. To do so, the model of faults usually imposes constraints
on the number of faults that can occur. This approach has been used e.g. in
(2,4, 8,10,18-20, 25, 26, 28-36, 39, 45, 46, 48,49, 53, 55, 56]. The main goal is to
design such a set of rules that are not too restrictive and are realistic in the
sense that they do not create unwanted special cases the algorithm can rely
upon (e.g. if there is a guarantee that at least one message in every time step
is non-faulty, the algorithm may send important messages one at a time — a
strategy that has little justification in reality).

Each distributed system consists of elements of two types: the nodes and the
links. This implies that there are also two kinds of faults: the faults of the nodes
(considered e.g. in [4,12,25,26,31-34,36,51,55,56]) and the faults of the links
(considered e.g. in [2,5,7,8,10-12,15,18-20, 25, 26, 28,29, 31, 32, 35, 36, 46, 48,49,
51,55,56]).



Another aspect is the type of faults that may occur. In the Byzantine faults
model, the adversary can specify the behavior of the faulty entity arbitrarily. In
case of the node failures this means that the faulty node does not need to follow
the specified algorithm, but the adversary can maliciously choose the behavior
most detrimental to the algorithm. In case of the link failures the adversary can
discard or modify the message transmitted through the faulty link or create any
fake message on it. Obviously, the Byzantine faults represent the most harmful
type of faults, i.e. the type of faults that gives maximal power to the adversary.
This type of faults is studied e.g. in [5,46,53,54]. The crash/omission faults
give less power to the adversary. In this model, the adversary can block the
faulty entity, but it can not alter its behavior in any other way. In case of node
failures this means that the node fails to send some messages or it can crash
entirely. In case of link failures, some or all messages transmitted through the
faulty link can be lost. However, the adversary can not modify the content of
any message nor create any fake message. This type of faults is studied e.g.
in [2,10-12, 15, 18-20, 25, 26, 28, 29, 31-35, 39, 45, 46, 48, 49, 54-56]. The weakest
variant of this aspect are detectable faults. In this model, the locations of faults
are known to the nodes, hence it does not make sense to distinguish Byzantine
and omission faults. This type of faults is considered e.g. in [4,8,31].

Yet another important aspect of the model is the duration of the faults. The
models working with static (or permanent) faults assume that there is a set
of faulty entities of the distributed system which are faulty through the whole
computation. This means that the adversary must choose some fixed location of
the faulty entities before the start of the algorithm. Static faults are considered
e.g. in [2,4,5,8,25,26,31-34, 36, 39, 45, 55]. In the models working with the
dynamic (or transient) faults, entities can recover from faults. This means that
the adversary can choose different location of the faults in every time step of the
computation as long as it satisfies other constraints imposed by the model. Hence
it is obvious that dynamic faults give more power to the adversary than static
faults. Dynamic faults are studied e.g. in [10,15,18-20,28,29,35,41,46,48,49,54].

An important subclass of models with dynamic faults are models with time-
independent dynamic faults. These models impose constraints on the number
and type of failures independently on the history of the computation. The ad-
versary can choose the location of the faults according to these fixed rules and
does not need to consider its previous decisions. In this paper we focus on the
time-independent faults. As opposed to time-independent dynamic faults, some
models define constraints on the number and type of failures depending on the
failures that occurred in the past part of the computation. We call such fault
models as models with time-dependent dynamic faults. Time-dependent dynamic
faults have been analyzed e.g. in [35] which deals with dynamic faults in the con-
stant one-port communication model. In such model, however, even one fault per
time step renders the broadcasting impossible. This has been the main reason
to introduce the linearly bounded model of dynamic faults in [35]: The model
of faults is with omission faults and faulty links. Given a constant 0 < « < 1,



the adversary can block at most «i messages during the first ¢ time steps of the
computation, for every natural number 7.

4 Case study: broadcasting

In this section we demonstrate an evolution of a particular deterministic time-
independent model of omission faults on a problem of broadcasting. For the
network model we shall consider synchronous, full-duplex, all-port network. If
there are no faults, then obviously a simple flooding algorithm delivers the mes-
sage to all vertices in d(G) time steps, where d(G) is the diameter of the graph.
The type of faults we are focusing on are omission faults on links.

The simplest model of faults in this setting is when a fixed number of & static
faults is allowed, i.e. at the beginning of the computation the adversary chooses k
links that will remain broken during the whole execution; the algorithm is not a-
priori aware of which links are functional. This model corresponds to a situation
when the faults are long-lasting compared to the execution of the algorithm
(e.g. broken cable). The worst-case broadcasting time on a graph G will be
T(k,G) = maxgca{d(G")}, where the maximum is taken over all subgraphs G’
obtainable from G by deleting at most k edges. In [59], Schoone, Bodlaender
and van Leeuwen studied the worst case value of T'(k, G) over all graphs G with
given diameter D, and delivered upper bound of the form (k+ 1)D and a lower
bound of the form (k+1)D — k for even D and (k—1)D — 2k +2 for odd D > 3.

Sometimes, however, transient faults are more appropriate to model the sit-
uation in the network (e.g. packet loss in wireless networks due to background
noise). A next step in the evolution of the model is thus to allow the faults to
be dynamic: in the constant k-bounded model, the adversary can block at most
k messages in each time step. Since the faults are dynamic, they may occur on
different links during various time steps. This model is one of the oldest mod-
els of dynamic faults. It has been introduced in [57] and analyzed in numerous
papers, e.g. [10,18-20,28,46,48,49].

It is easy to check that in the considered model, the following greedy non-
adaptive algorithm is optimal: each node v that has received the message, broad-
casts the message to all its neighbors in every time step. Tight bounds on general
graphs are due to Chlebusz, Diks, and Pelc:

Theorem 1. [10] Let Gq i be the class of graphs with diameter d and edge
connectivity at least k + 1. Let, for some class of graphs G, denote T(G) the
worst case broadcasting time in the constant k-bounded model on graphs from G.
For a fized constant d the following holds. T(Gay) = O(k%~1). Moreover,
there exists a class of graphs Gy ;. C Ga . such that T(G} ;) = Q(kE1).
For a fized constant k the following holds. T(Gay) = O(d**1). Moreover,
there exists a class of graphs G ;. C G such that T(Gy ) = Q(ks1).

A number of special topologies has been investigated within this model. The
broadcasting in complete graphs in constant k-bounded model is completely
solved (together with the case of Byzantine faults) in [46]:



Theorem 2. Let K, be a complete graph with n vertices. The following holds
for the broadcasting time in the constant k-bounded model in the graph K, :

The broadcasting time equals to 1 if and only if k = 0.
— The broadcasting time equals to 2 if and only if 1 <k < 3.

— The broadcasting time equals to 3 if and only if 5 <k <n + % —/n+ i.

The broadcasting time equals to 4 if and only if n+ % —\/n+ i <k<n-1.
— The broadcasting is impossible if n — 1 < k.

The broadcasting in the constant k-bounded model in tori is discussed in [48]
and [19]. The results from [48] are strengthened in [19] to the following form:

Theorem 3. (Theorem 1 in [19]) Let d,k be integers such that k is even and
one of the following holds:

—k>6andd>k+4
—k>dandd> 10

The d-dimensional torus of order k, denoted as Cqy, has the edge connectivity
equal to 2d and diameter %. The broadcasting time in the constant (2d — 1)-
bounded model in Cq 1 is equal to % + 2.

The broadcasting in the constant k-bounded model in hypercubes is consid-
ered e.g. in [18,20,28] and [49]. The results from these papers are summarized
in the following theorem:

Theorem 4. The d-dimensional hypercube, denoted as Hy, is a graph with both
edge connectivity and diameter equal to d. The broadcasting time T(d, k) in the
constant k-bounded model in the graph Hy satisfies the following:

1 d=1
1. Ifk=d—1, then T(d,k) =< 3 d=2.
d+2 d>2
1 d=2
2. Ifk=d—2, then T(d, k) =4 3 d=3.
d+1 d>3

9. Ifk < d—3, then T(d, k) = d.

The above results are optimistic in what they claim: the adversary cannot
delay the progress of the algorithm too much. However, it seems that these
positive results are mainly due to the fact that the constant k has to be relatively
small® compared to the number of edges that the algorithm can use during its
computation. Indeed, the lower bounds are based on isoperimetric inequalities:
once a small constant number of vertices are informed, it can be guaranteed
that the edge-boundary of the set of informed vertices is large enough to allow
progress. This is a somewhat unrealistic behavior of the model, since adding

5 at most the connectivity of the graph, in order to grant non-trivial results



more messages to the network does not introduce new errors; indeed, flooding
the networks with vast amount of traffic is the best solution in this model,
although not so much in real-life networks.

Hence, a next step was to introduce a model in which the number of faults
could vary during each time step, with the intuition borrowed from the proba-
bilistic models: if every message has a fixed probability p of failure, and there are
m messages sent in a particular step, the average number of delivered messages
is pm. In the fractional a-bounded model, if there are m messages sent during a
particular time step, at most |am| of them can be lost.

In [41], the performance of the greedy algorithm is analyzed. Contrary to the
constant k-bounded model, the greedy algorithm is not always optimal in the
a-bounded model. However, this algorithm is appealing due to its simplicity and
uniformity.

The main interest of [41] is the following question: In which graphs is the
broadcasting time of the greedy algorithm’ asymptotically equal to the time
of the broadcasting without faults (i.e. to the diameter of the communication
graph)? It is shown that in complete graphs and complete trees this is not the
case, but in the d-dimensional tori for fixed d it is. More precisely, the time
of broadcasting on complete graph K, increases from ©(1) to ©(logn). The
following theorems were stated for & = 1/2 in [41] and generalized to arbitrary
o in [42]:

Theorem 5. Let T'(n) be the broadcasting time of the greedy algorithm in the
a-bounded model on the complete graph K,. The following inequality holds:

[1ogy /o (n(1 — @) + @) | < T(n) < [logyjo(n—1)] +1

The situation in complete trees is similar; e.g. the broadcasting time of the
greedy algorithm on the complete d-ary tree of height h in presence of fractional

1/2-bounded faults is 2 ((d logd — c)%) for fixed d and some constant c as
opposed to O(h) in a fault-free scenario. The result stated for arbitrary constant
o is:

Theorem 6. Consider a complete d-ary tree T\ of height n. Let A = [1/«]

and a be integer constants such that a > loglg’g;l) . Letp=log, (1+ (A —1)d)].
The broadcasting time in fractional a-bounded model is at least a%.

Unlike complete graphs and complete trees, the broadcasting in fractional
a-bounded model can not be slowed down asymptotically in multidimensional
tori.

Theorem 7. Let d be a fized integer. The broadcasting time of the greedy algo-
rithm in the fractional a-bounded model on the d-dimensional torus of order k
for an even integer k and fized d is O(k).

" in the greedy algorithm an informed vertex sends the message to all its uninformed
neighbors in every step



Although the greedy flooding algorithm is not optimal in the fractional «-
bounded model, the model exhibits another undesirable property: If there is only
one message sent in one time step, this message is guaranteed to be delivered. In
some cases, the broadcasting algorithm can gain advantage from this unrealistic
feature: the algorithm may identify some “critical” messages and send each of
them in a time step of its own which would guarantee their delivery. This means
that perfect reliability can be traded for time complexity which is not what was
intended when designing the model.

Hence, a modification of the model has been proposed in [16] to avoid this
property. The a-fractional threshold model uses another motivation from the
randomized models: not only the number of faults is proportional to the number
of messages in transit, but there must be enough messages for the statistics to
work, as well. To model this, if the number of messages m sent by the algorithm
in one step is less than the connectivity of the graph,® all of them may be lost.
Otherwise, at most a fraction « of them can be lost. It is important to note
that the model provides no fault-detection mechanism. If a node sends some
messages, it can not detect which of them have been delivered. For sure, the
destination node can send an acknowledgement in the next time step, but such
acknowledgement is just an ordinary message and can be lost.

Before proceeding to the analysis of the a-fractional threshold model, let us
first focus on its extreme setting when « is infinitely close to 1, i.e. the case where
the adversary has maximum power. In this simple threshold model, at least ¢(G)
messages” have to be sent in one time step to guarantee at least'? one delivery.

The motivation for the study of this model is twofold: first, since it is the ex-
treme setting, any algorithm developed for the simple threshold model will work
also for all other settings of fractional thresholds. Second, with an abundance
of models and parameters, it is always useful to pay attention to the extreme
cases in the hope of better understanding of the interplay among various pa-
rameters. Indeed, the simple threshold model can be viewed as an attempt to
find the weakest restrictions to the adversary which still allow broadcasting to
be performed.

The simple threshold model of faults is extremely harsh for any distributed
algorithm. In fact, it is not easy to see if it is possible to perform the broadcasting
in this model at all. However, several surprisingly positive results have been
presented in [16]: Not only it is always possible to finish the broadcasting, but
it is possible to do so fast (i.e. in polynomial time) for many topologies.

The complete overview of the results proven in [16] can be found in Ta-
ble 1. The paper deals with rings, complete graphs, hypercubes and arbitrary
communication graphs with various topology knowledge. Presented results prove
8 or some other chosen threshold

9 where ¢(G) is the connectivity of the graph

10 Note that the “at least” part is important here. Indeed, if it is known that only
one message is delivered, there are cases in which the algorithm may use this addi-
tional information about the adversary to its advantage (e.g. by using it to break
symmetry).

10



that the broadcasting can be performed in polynomial time on any communica-
tion graph with edge-connectivity bounded by O(logn), where n is number of
its vertices. Many interesting topologies, such as hypercubes, butterfly graphs,
multidimensional tori with fixed dimension, etc., satisfy this requirement. Fur-
thermore, all presented algorithms provide explicit termination, i.e. when the
algorithm terminates at an entity, it will not process any more messages (and,
in fact, no messages should be arriving anyway).

Topology Condition Time complexity
ring n not necessarily known O(n)
complete graph ~ with sense of direction o(n*)1
complete graph unoriented 2(n?), O(n®)
hypercube oriented O(n?logn)
hypercube unoriented O(n*log?®n)
arbitrary network full topology knowledge O(QC(G)nm)
arbitrary network ™° eg)(:%%lto %%C?)?%Vfligge 0(2¢%)m?n)

Table 1. Results about broadcasting time in simple threshold model from [16]. The
communication graph G has n vertices, m edges and is ¢(G)-edge-connected.

In order to give a flavor of the techniques used, we present here a sketch of the
algorithm for broadcasting in a ring. Even in this very limited scenario, a trivial
algorithm would not work. The ring is a 2-connected network, ie. ¢(G) = 2.
Hence, at least two messages must be sent in a time step to ensure that at
least one of them is delivered. Obviously the initiator has to start by sending 2
messages. At least one of then is delivered, but since there is no implicit acknowl-
edgement the initiator does not know which one. Moreover it must avoid sending
a message to an already informed neighbor since in this case the adversary would
deliver this message, and no progress would be made.

For the ease of presentation let us suppose that the size of the ring, n, is
known to the vertices. At any moment of time, the vertices can be either in-
formed or uninformed. Since the information is spreading from the single initia-
tor vertex s, informed vertices form a connected component. The initiator splits
this component into the left part and the right part. Each informed vertex v
can easily determine whether it is on the left part or on the right part of the
informed component — this information is delivered in the message that informs
the vertex v.

The computation is organized in phases where each phase takes four time
steps. Each informed vertex can be either active or passive. A vertex is active
if and only if it has received, in previous phases, messages from only one of its
neighbors. A passive vertex has received a message from both neighbors. This
implies that, as long as the broadcast has not yet finished, there is at least one

1 This result can be improved to O(nlogn).
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active vertex in both left and right part of the informed component (the left-
most and the right-most informed vertices must be active; note, however, that
also some intermediate vertices might be active).

The computation consists of n—1 phases. The goal of a phase is to ensure that
at least one active vertex becomes passive. Each phase consists of the following
four steps:

1. Each active vertex sends a message to its possibly uninformed neighbor.

2. Each active vertex in the right part sends a message to its possibly unin-
formed neighbor. Each vertex in the left part that received a message in step
1 replies to this message.!?

3. Same as step 2, but left and right parts are reversed.

4. Each vertex that received a non-reply message in steps 1-3 replies to that
message.

o s PR G S

Fig. 1. A sample phase of the ring broadcasting algorithm. The initially active vertices
are squares. In the first step, the only surviving message is delivered to the white vertex
on the left, which then replies in the next step. At the end of the phase, two white
vertices are sending acknowledgement, so at least one acknowledgement is delivered
during that phase.

Initially, there are two active (virtual) vertices (the left- and right- part of
the initiator). During each of the subsequent phases, at least one previously
active vertex becomes passive. Since passive vertices never become active again,
it follows that after at most n — 1 phases, there are n — 1 passive vertices. Once
there are n — 1 passive vertices, the remaining two must be informed (both are
neighbors of a passive vertex), i.e. n — 1 phases are sufficient to complete the
broadcast.

The previous results were done in the simple threshold model, i.e. in the
extreme case where « is infinitesimally close to 1. In [43], results summarized in
Table 2 have been obtained for complete graphs and hypercubes for arbitrary
constant «.

5 Other problems in fractional threshold model

While trying to solve the broadcasting problem, an interesting feature of the
fractional threshold model was pointed out in [43]: Usually it is quite easy to

12 Note that passive vertices reply to such message, too.
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Scenario Broadcasting time
K, unoriented 2(logn), O(n®)

K, sense of direction|©(logn)

Kn, a <0.55 O(logn)

Hy (n=2% 2(logn), O(n*log?n)

Table 2. Results for the broadcasting in the fractional model with threshold from [43].

inform vast majority of the vertices. But to inform the last remaining ones, all
informed vertices have to cooperate very tightly, which is often very hard to
achieve. On the other hand, it is often vital to finish the broadcasting communi-
cation task fast, even subject to some small error. These facts give a motivation
to study a natural relaxation of the broadcasting problem in which we allow a
small constant number'? ¢ of vertices to stay uninformed in the end. We call such
relaxation the almost-complete broadcasting problem. In [43] it was shown that
the almost complete broadcasting can be solved in time O(logn) for complete
graphs and O(log? n) for hypercubes.

In [17], the problem of leader election on rings has been investigated, and an
O(nlogn)-time algorithm was developed in the case when all initiators start at
the same time and there is no spontaneous wakeup, and an O(n?) algorithm in
the general case.

6 Conclusion

This research leaves many open questions for further investigation. The line
of the study is directed at specifying how various aspects of communication
faults influence the performance of networks. One can thus consider a number
of communication problems and study them under different models of faults.
Also of interest is the relationship between the almost complete and complete
broadcasts in various models.

For the fractional threshold model, non-constant values of a have not been
considered. Results for more general classes of graphs would be beneficial. For
the simple threshold model, one interesting question is whether the broadcasting
can be done in polynomial time on all graphs. One can also try to compare the
time complexity in the simple threshold model with the message complexity of
a fault-free execution.

Another obvious question is to ask if it is possible to perform a complete
broadcast in complete graphs also for large values of « in polylogarithmic time.

We finish by noting that there is a lack of any non-trivial lower bounds in
the model of fractional faults with threshold.

13 independent on the network size
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